STQC IT CENTRE - MOHALI

Website Security Testing

Site Name : Central Research Institute, Kasauli website

Client’s Name and Address : Central Research Institute, Kasauli, Dist-Solan, Himachal Pradesh -
173204

Ref. No. : ETDC(MH)/STL/CRI-Kasauli/166

Site URL : https://www.crikasauli.nic.in

Test URL/Temp URL : https://www.crikasauli.nic.in
Testing Organization :STQC IT Centre, STQC Directorate, Ministry of Electronics and Information
Technology(MeitY), ETDC, B-108, Phase VIII, Industrial Area, Mohali - 160071

Testing Period : 23" September 2019 to 29™ April 2020

Observations :
S.No Web Application Vulnerabilities Observations Remarks, if any
Al Injection Nil
A2 Broken Authentication Nil
A3 Sensitive Data Exposure Nil
A4 XML External Entities (XXE) Nil
A5 Broken Access Control Nil
A6 Security Misconfiguration Nil
A7 Cross-Site Scripting (XSS) Nil
A8 Insecure Deserialization Nil
AS Using Components with Known Nil

Vulnerabilities

Al10 Insufficient Logging & Monitoring Nil

Remarks:

1. The web application may be hosted at the following site URL, with privileges of Read and
Execute permission for the authorized user(s):
Test URL: https://www.crikasauli.nic.in
Site URL: https://www.crikasauli.nic.in

2. Test Parameter: ‘Missing or Insecure Content Security Policy Header’ has been kept out of
scope of testing as per undertaking submitted by client.

3. Hardening of the Web Server and the OS for security may be done in the production server
where the application will be hosted.

4. Verification of accuracy of Embedded contents, Audio, Video, Images etc. on the hosted
application through external links/portals/ apps is out of our scope of testing.»

Conclusion:
Central Research Institute, Kasauli website is free from OWASP-Top 10 2017 vulnerabilities.
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